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Current uses of
telemedicine
The growing use of computers and the Internet is changing the delivery of

health-care services, just asit is changing almost every other facet of modern
life. Health-care practitioners can consult about, diagnose, and treat medical
problemsover great distances by using computer-based video equipment,

Funding telemedicine

Box: TIF Grants for satellites, and high-speed transmission lines. Individuals can connect over the
Telemedicine I nternet to mail-order drug companies, health-care information sites, and
medical expertsand chat rooms. College students and health professionals use
Issues facing the state telecommunications networks for access to classes, faculty, data, and library
resources located at distant campuses. Soon, people may be able to consult
State role with their doctorswithout leaving their homes, using instruments plugged into
Infrastructure costs their computersto measure and transmit medical information.
Reimbursement
Equipment standards These computer-based medical communicationscollectively arecalled
Medical regulation “telemedicine.” Texas hasbeen among the leading statesin establishing
Online pharmacies telemedi cine programs and networks because of':

Confidentiality/security N
* theavailability of federal and state grants;

* issues of health-care access and cost in rural areas and Texas prisons,

¢ themarketing of new software and hardware technologies by emerging
high-techindustries;

* theformation of online businesses by traditional

health-care providers and payers; and

* theresearch interests of medical centers.

Competition

Information quality

The rapid growth of telemedicine
raisesissues for Texas lawmakersregarding
public health and safety, financing, consumer
protection, and regulation of medical
practice.

But telemedicine’ sgrowth also raises critical
issuesfor state lawmakers, including protection of
public health and safety, the extent of public and
private financing of infrastructure and services, health-
careproviders rolesand liabilities, confidentiality of consumers
medical information, and competition in the medical marketplace.
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Defining telemedicine

Telemedicineis considered amedical tool, not a
medical specialty. Theterm refersto the transmission of
medical information between and among health-care
professionalsand patients, generally by means of computers,
video equipment, satellites, phonelines, or high-speed
transmission lines. Transmission may occur over long
distances, such asbetween Texas Tech University Medical
School and ahospital in Alpine, or over shorter distances,
such as between aclinic and aspecialist’ soffice within
the same urban area.

Telemedicinedoesnot haveauniversally accepted
definition. Somelimit the definition to theinteractive
communicationsinvolved in diagnosing and treating
patients. Other definitionsencompassthelong-distance
education of health-care professionals and the use of
electronic medical databases, email, and other software.
Sometelemedicineadvocates arguethat the use of telephones
and facsimilemachinesal so constitutestelemedicine.

Texaslaw definestelemedicinein several different
ways. Utilities Code, sec. 57.042 definesit for purposes
of allocating Telecommunications Infrastructure Fund
grants. Thisdefinition includes health education aswell
as patient-care services but limitsthe scope of telemedicine
to services or education delivered to certain providers
under specific circumstances. According to thisdefinition,
telemedicineisprovided only “to rura or underserved public
not-for-profit health care facilities or primary health care
facilitiesin collaboration with an academic health center
and an associated teaching hospital or tertiary center or with
another public not-for-profit health care facility.”

Government Code, sec. 531.0217 defines*telemedical
consultation” in regard to Medicaid reimbursement in
rural areas as“amedical consultation for purposes of
patient diagnosis or treatment that requires the use of
advanced tel ecommuni cationstechnol ogy, including:

(A) compressed digital interactive video, audio, or data
transmission; (B) clinical datatransmission viacomputer
imaging for teleradiology or telepathology; and (C) other
technology that facilitates accessin rural countiesto
health care services or medical specialty expertise.”
However, the definitionin the UtilitiesCodeisused in
Government Code, sec. 531.0216, which requiresthe
Health and Human Services Commission to devel op and
implement a system to reimburse providersin both rural
and underserved areasfor Medicaid services performed
throughtelemedicine.

Insurance Code, art. 21.53F prohibits certain
health-benefit plansfrom excluding coveragefor
servicesprovided through telemedicineinstead of through
face-to-faceinteractions. It definestelemedicineas“the
use of interactive audio, video, or other electronic media
to deliver health care” and excludes services performed
using atelephone or facsimile machine. It does not limit
thedefinition to servicesdelivered in rural areasor under
other specific circumstances.

How telemedicine works
Thetwo basic methods of telemedical exchange are:

* a"real-time” interactive conference using cameras
and audio/video equipment — for example, apatient
may visit anurse practitioner at alocal clinic and
through audio/video transmission may be diagnosed
by an out-of-town physician — and

* astore-and-forward method in which informationis
digitized and transmitted to aconsulting professional
who can obtain the information later and send a
report back to the referring provider, muchinthe
sameway asemail istransmitted. Information
transferred by this method may include sounds, such
as heart sounds or voice messages, images, such as
x-rays; text, such as patient charts; and video clips,
such as ultrasound images.

Telemedical communicationssystemsareset upin
severa ways. The most common design today for patient
diagnosis and treatment and for health educationisa
closed network or point-to-point system, inwhich remote
facilitiesare linked to a base hospital or medical facility
through a dedicated high-speed transmission line or
satellitelink. Regular telephonelinesdo not provide
adequate bandwidthfor most telemedical communications,
but they are being used with successto link rural health-
care providers at aclinic in Cuero with selected patients
at home and at clinicsin nearby Nixon and Kenedy and
with doctorsin DeTar Hospital in Victoria

Thetypical network isahub-and-spoke systemin
which several remotefacilities, such ashospitalsor clinics,
have uniquelinkswith abase facility, such asan academic
health center. Some hub-and-spoke systemsareevolving
into broader networks. For example, ahospital connected
to amedical center also may have telecommunications
connectionsto one or more satelliteclinics.
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Speciaized instruments called peripherals, such as
electronic stethoscopes and small digital cameras, are
used to measure and record a patient’ s health status for
digitized transmission.

Accordingtothe American TelemedicineAssociation,
about five years ago atypical telemedicine setup cost about
$300,000, but technological improvements have reduced
network costs considerably. Experts at the University of
Texas Medical Branch (UTMB) in Galveston recently
reported that basi ¢ telemedicine equipment that once
cost about $60,000 now costs about $15,000-20,000.
New technology also ismaking it

doctors and their patients. In March 2000, six major
health insurers announced the devel opment of anew
Internet business aimed at facilitating patient enrollment
and choice of doctors, reducing paperwork related to
referralsand medical authorizations, handling physicians
complaints, and processing payment claims.

The Internet, however, poses agreater risk of fraud
and unauthorized access to transmitted or stored data
than does a closed point-to-point system. Maost observers
say that before the Internet is used widely in patient-
doctor or doctor-doctor communications, software needs
to be devel oped to guarantee

easier for imagesto be read over a
persona computer, andtelemedicine
isevolvinginto desktop applications
and systemsthat incur lower
transmission and equipment costs.

Because of the expense of

A growing number of companies
are investing in technology to
provide medical consultations,
diagnoses, medications, treatment,
and billing over the Internet.

confidentiality and security in
information transmission and
storage.

According to arecent report
by the CaliforniaHealthCare
Foundation, Privacy: Report on

needed equipment and of

the Privacy Policies and

establishingand maintaining

connectivity through transmission lines and satellite
links, most telemedicine sites are permanent, but some
can be set up temporarily to respond to emergencies.
During the 1997 standoff between state | aw-enforcement
officidsand Republic of Texas adherentsin the Davis
Mountains of West Texas, Texas Tech University set up
atelemedicinesitein about 12 hoursusing the“ Teledoc,” a
portabl e videoconferencing unit designed for real-time
interactive consultations.

New technology may makethe Internet the dominant
communicationsmodefor telemedicine. Thelnternetis
attractive because it relies on standard phonelines,
enabling much |essexpensive and more accessible
communications than through a closed network, and itis
an established method of communication.

A growing number of companiesareinvesting in
heal th-caretel ecommunications equi pment and software
to provide I nternet consultations, diagnoses, medi cations,
treatment, and patient billing. For example, LifeMasters
contractswith health-maintenance organizationsto
allow chronically ill patientsto enter their vital signs
onto a Web page for review by anurse, who can alert
the patient and the patient’ s doctor in case of a problem.
Another company, Heal theon/\WWebM D, hasbeen growing
into acomprehensiveonline health site, providing
information to consumers plusbilling, appointment
scheduling, prescriptionsrefills, and other servicesto

Practices of Health Web Sites,
at least 17,000 health-care sites exist on the Internet, and
more than 24.8 million adults in the United States have
searched online for hedth-careinformation. By 2003, the
report says, busi ness-to-consumer health-care commerce
isexpected to grow to $70 billion and business-to-business
health-care commerce, to $170 billion.

Current uses of telemedicine

The most common uses of telemedicinein patient care
arein cardiology, dermatology, orthopedics, pediatrics,
pathology, and radiology. Providers and health-benefit
payershave embraced telemedical applicationsof radiology
and cardiology in particular, because technol ogy evolved
relatively early in those areas and its use conformed to
traditional practices of doctors mailing x-raysand
electrocardiogramsfor consultations. Use of telemedicine
alsoisgrowing in psychiatry and mental health services,
emergency-room care, and nursing home, home health,
and geriatric care.

Telemedicine has gained standing in Texas and other
states as a cost-effective method of delivering health care
in some prison settings. According to a 1999 report by
Abt Associates for the National Institute of Justice,
telemedicinehasbeen successful indelivering high-quality
care while saving expenses associated with transporting
potentially dangerouscriminalsto outsidemedical facilities.
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Since 1993, the Texas Department of Criminal
Justice (TDCJ) has contracted with UTMB and the
Texas Tech University Health Sciences Center in
L ubbock to provide medical-specialty diagnosisand
treatment of state prison inmatesthrough telemedicine.
(Prison-facility doctors provide primary-care diagnoses
and treatment in-house.) Infiscal 1999, almost 10,000 real-
timetelemedical consultationswere performed in TDCJ
facilities, mainly in psychiatry, orthopedics, infectious
disease, and surgery. Telemedical specialty consultations
constituted about 27 percent of al TDCJ specialty
consultations, whiletelemedical expenses, at $1.6 million,
wereless than 1 percent of TDCJ s annual health-care
budget. The program is expanding to include electronic
linksto inmates' medical recordsto facilitate medical
diagnosisand treatment decisions.

Funding telemedicine

Federal funding has played amagjor rolein the
growth of telemedicine. Inthe early 1960s, the National
Aeronautics and Space Administration (NASA) used
electronic systems to monitor spacecraft and astronaut
conditions during space missions and provided much of
thefunding and technology to foster the devel opment of
related communi cations devices, such as satellites. Inthe
1970s, NASA participated with other federal agenciesin
demonstration projectsto provide general health careto
remote popul ationsthrough telemedical systems.

Today, telemedicinefunding spansmany agencies,
including thefederal departmentsof Agriculture,
Commerce, Defense, and Health and Human Services
and the National Science Foundation. The Department of
Defense has been thelargest federal investor, projecting
cost savings and improved quality of care not only for
responsesto wartimeemergenciesbut alsoinreengineering
health-care delivery during peacetime. Some experts
estimate that the federal government has spent about a
billion dollars on this technology over the past 10 to 12
years. Most federal grants have been targeted to nonprofit
providersand rural communities for the purchase of
equipment, software, and related training to improve
access to health care or health education.

Thefederal TelecommunicationsAct of 1996 directed
the Federal Communications Commissionto explore
actionsto improve basi c telecommunications servicesto
rural areas and required telecommunications companies
to provide discounts to health-care providersin rural

areas. However, the Southern Governor’ s Association’s
Task Force on Medical Technology, inits September
1999 report, From Promise to Practice, found federal
investmentstoo fragmented and unsupportive of states
efforts to build infrastructure. The report also found that
despite the requirements of the 1996 law, no health-care
entity has been able to pay a discounted rate, nor has any
received retroactivereimbursement for telecommunications
services already paid. The task force recommended many
changesat thefederd level, including merging block-grant
programs, giving telemedicine the same high priority for
telecommuni cations funding as schoolsandlibrariesenjoy,
and making long-term care facilities and home health
agencieseligiblefor discounts.

Whilefederal funding drovetheinitial development
of telemedicine, someseethe Telecommunications
Infrastructure Fund (TIF) as kick-starting the growth of
telemedicinein Texas. Part of the TIF paysfor equipment,
wiring, videoconferencing, and related training costsfor
telemedical projectsin nonprofit health-carefacilitiesto
provide medical careto rural or underserved areas. (See
box on page 5.)

Telemedicine projectsfunded by TIF may include
consultative and diagnostic services, interactive video
consultation, tel eradiol ogy, tel epathol ogy, and distance
education for health-care professionals. The TIF board
specifieseigibility and other requirementsfor grant awards,
and applicants submit conforming spending proposals.
Grant recipients must submit documentation of their
telemedi cine expendituresto receivereimbursement.

The Legidlature created the TIF in 1995 to pay for
equipment, wiring, and other costs for public schools and
other entities. Funds derived from annual assessmentson
telecommunicationsutilitiesand commercia mobile-service
providersare allocated evenly to the public schools account
and the qualifying-entities account. The TIF board may
use up to 25 percent of the qualifying-entities account to
award grants or loansfor telemedicine.

Sinceitsinception, the TIF has collected $624.2
million in revenues plus $45 million in interest. As of
March 31, 2000, the fund had obligated or spent about
$459.4 million. Total depositsto the fund are limited to
$1.5billion, excluding |oan repayments and interest
(Utilities Code, sec. 57.048(c)). Thelimitinitially was
projected to be reached in 2005, and the TIF board is
scheduled to expirein September 2005 unless continued
by the Legidlature.



http://www.southerngovernors.org

House Research Organization

Page 5

TIF Grants for Telemedicine

Asof February 2000, the Telecommunications
Infrastructure Fund (T1F) supported 95 telemedicine
projectsat an estimated total cost of $56.2 million since
the grants first were awarded in January 1999. Six
separate grants provide funds to all 10 state-funded
heslth science centers and to 716 of the estimated 1,130
public, nonprofit health-care facilitiesin Texas.

PH1 and PH2, the first two grants, provide funds
to facilities partnering with a health science center to
enhance or establish new patient services or health-
information systemsthrough atelecommunications
network or the Internet. PH3 awards funds solely to
nonprofit hospitals and clinics, individually or in
collaboration, to increase | nternet connectivity and to
use telemedicineto provide public accessto medical
information and direct careto patients. PH4 is limited
totelemedicineactivitiesat health sciencecenters. DI 1
and DI 2, designated as “discovery” grants, fund nine
particularly innovativetelemedicine projects.

PH1 and both discovery grantswere competitive
proposals, reviewed by an independent entity instead
of TIF staff and awarded only to proposals considered
to be of highest quality. The remaining grants were
noncompetitive and awarded to proposals that met the
board’s criteria.

TIF grants range in size from less than $50,000 to
millions of dollars. Some of the larger grantsinclude:

* about $10 million in two grants for collaborations
between the University of Texas Health Science
Center (UTHSC) in Houston and the Texas
Organization of Rural and Community Hospitals
to devel op amulti-usetel ecommunications
network for rural health-care providers. So far,
the project includes 192 hospitals, clinics, nursing
homes, and home health-care providers.

e $6.2millionintwo grantsto UTHSC-San Antonio
to connect 86 clinics, hospitals, health science
centers, and school health centersto the Internet
viathe statewide Texas Higher Education T1

Network (THEnet) and to facilitate exchange of
medical information. A project withtheUniversity
Physicians Group will connect 55 clinics,
hospitals, and mental health facilitiesto THEnNet
to bring distance education and telemedical
services to South Texas.

about $5.4 million in two grantsto the Texas
Association of Community Health Centersto link
Texas Department of Human Services (DHS)
eligibility workerswho are stationed in local
clinicsto the DHS office information system and
to establish distance-learning programsfor allied
health professionals, patients, and clinic personndl.
So far, about 108 community and migrant health
centersare participating, along with Baylor College
of Medicinein Houston.

Other TIF grants provide fundsfor:

apartnership of medical facilities and school
digtrictsin the Galveston-Beaumont areato address
theneedsof “ specia-needs’ childrenwith disabling,
chronic, and/or complex health conditions;

the East Texas Interactive Network, connecting
seven participating medical facilitiesto develop a
comprehensi ve heal th-care education model;

apartnership of medical facilities, schools, and
librariesto establish 14 “tele-learning” centersin
Spring Branch near Houston;

aninitiativeto determinewhether telemedicine
can help improve geriatric carein four rural
hospitalsin different parts of Texas and whether
trained hospital personnel can usetelemedicine
equipment routinely and appropriately; and

an initiative to bring oral health, vision and
hearing screening, low-cost dental treatment, and
health education to children in South Texasthrough
aschool-based telemedicineclinic.
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The state al so funds tel emedicine projects and costs
through the general appropriations act, usually within
specia-item appropriationsto heal th-science centersand
other institutions of higher education. Total statewide
telemedicine-rel ated appropriations havenot beentallied,
because such appropriations generally are viewed as
supporting alarger health-related strategy or objective
rather than as a stand-alone activity.

Issues facing the state

Thefutureof telemedicinewill depend on establishing it
asarelatively inexpensive, easy, reliable, and common
form of delivering health care acceptabl e to doctors,
patients, and payers. Industry anaysts expect telemedicine
to grow rapidly over the next five years or so. However,
telemedicinefaceslegal, regulatory, technical, and other
barriersthat experts say will require cooperative efforts by
public and private participants to resolve.

State role in fostering growth. Some argue that
stateinvolvement in promoting thegrowth of telemedicine
should belimited becausetelemedicinestill needsto
proveitself. These observers say the growth of telemedicine
has been driven more by businesses creating and marketing
telemedical productsand by medical-center initiativesthan
by demand from consumers or doctors, and that the state
should not spend tax dollarsto support servicesfor which
the general publicisnot clamoring.

Thosewho advocate limited stateinvolvement argue
that many consumers are unfamiliar with telemedical
services and that the degree to which patients will accept
telemedicineinlieu of direct persond attentionisuncertain.
The traditional practice of medicinerelieson trust and
face-to-faceinteraction. Patients ultimately may resist
using unfamiliar doctorswho cannot examinethem
physically and confer with themin person. Many doctors,
especially those outside of major medical centers, are
unwilling or hesitant to adopt telemedical devicesand
communicationsto replace or support face-to-face
interaction with their patients. Also, adoctor realizes
little savingsin time and, under current reimbursement
structures, little or no increase in pay by scheduling live
videoconference consul tationswith another doctor.

Other advocates of limited stateinvol vement say that
the hesitancy of doctors, patients, and health-benefit
payersto embracetelemedicinewill diminishwiththe
growing use of computers and the Internet by businesses

and the general population. They say that telemedicine
will grow asaresult of private marketplace competition
and the devel opment of more products and servicesthat
are affordable and easy to use.

Telemedicine advocates, in contrast, say that state
investment in telemedicine, along with other public
policy assistance, will pay off by meeting many Texans
health-care needs, particularly in rural and medically
underserved areas, and can help to reduce health-care
costs over the long run. They say that patients who have
experienced telemedical consultationsgenerally report
high levels of satisfaction with the services, and office-
visit videosproduced by certain telemedical consultations
areproving effectivein helping individualsand families
conformto doctor-recommended activitiesfor self-care.
Some advocates also say that just as Texas' government
playsarolein building and maintaining highways, it
should help build and maintain an information highway
that supportstelemedicine.

According to the Texas Department of Health, an
estimated 6.2 million Texanslivein medically underserved
areas spanning 223 counties. Texas has an abundance of
doctors, but they are concentrated in urban and suburban
aress. Advocates say telemedicine can helprectify problems
of distribution by expanding accessto needed professionas
without requiring patientsto leave their communities.
Telemedicine even could help entice physiciansand other
health-care professionals to rural and underserved areas
by giving them much-needed support and accessto
information. Advocates say that telemedicine also can
help people in urban and suburban areas, such asthe
elderly and disabled, who lack accessto health care because
of mobility and transportation problems.

By increasing providers accessto medical speciaists
and needed information, advocates say, telemedicinewill
improve patient diagnosisand treatment. They say greater
access to health-care providers and health information
asowill improvepatients' health and empower individuals
to take more responsibility for their health care.

Advocatescite other benefits, including:

» providing training opportunitiesfor health-care
professionalsin remote aress;

e improvingtheoversight of health-caredecision-
making and reducing adoctor’ srisk of liability by
increasing theinvolvement of other providersin
patient care;




House Research Organization

Page 7

* reducing costly usage patterns— for example,
keeping patients out of emergency rooms by
providing easier accessto primary or preventive
health care;

e cuttingmedical costsby movinginformation instead
of people; and

* providing greater accessto Texas medical services
for patientsin other states and countries.

Advocates say telemedicine already has proven cost-
effectivein saving lives, preventing unnecessary
emergency visits, and providing specialized carein
remote areas, and that state support for expanding
telemedicinewould foster increased acceptance by
providers, patients, and payers.

Infrastructure costs. The cost of establishing and
maintai ning the necessary hardware, software, transmission
lines, and connectivity prevents most health-careproviders
from taking part in atelemedicine network unlessthey
receive TIF grants or federal funding. Most rural
communitiesdo not havethe

Continual advancementsin hardware and software
make it expensive to maintain and update atelemedicine
system. Health-care providers also incur the costs of
recruiting and training clinical and technical staff to
operate and maintain such a system. Continuation of the
TIF after 2005 is uncertain, and third-party health-benefit
payers are not covering the full costs of establishing and
mai ntai ning telemedicinenetworks. Telemedicine
supporters say the state needsto establish along-term
funding source or combination of sourcesto help defray
these costs for providers and communities. They say that
federal funding is not adequate to meet Texas' needsand
that competition for federal grantsisfierce.

Others, however, raiseissues of equity. Should the
state ensure that telemedical servicesare available
statewide, or should it continueto target rural communities,
nonprofit providers, and prison populations? Since the
state has limited funds and since urban communities are
thefirst to receive new technological developmentsin
transmission lines, some say that small rural communities

need special assistanceto avoid

telecommunicationsinfrastructure

missing out on the advantages of

to support telemedicine, and most
rural hospitals and other rural
heslth-care providersfacefinancial
constraints.

Opinions differ as to whether and
how much the state should pay
to expand the telecommunications
infrastructure for telemedicine.

telemedicinethat larger urban
centers can afford and have the
infrastructure to exploit. Others
say that TIF grants should be
available for al areas of the

TIF grants, which generally

state, especialy where

pay for equipment and related

costs, do not help health-care providerswith ongoing
connectivity expenses. Texas has 57 local phone-service
providers, and asingle telemedicine transmission that
spans several counties may incur multiple usage fees,
making tel emedicineprohibitively expensive. Monthly
costs for maintaining asingle dedicated transmission line
between arural provider and amedical center can total
thousands of dollars. Some tel emedi cine supporters want
the state to implement asingle-chargeratefor transmissions
across exchanges, so that rural areas can support a
telemedicineconnectionmoreeasily.

While TIF grantstarget rural and medically underserved
areas, only nonprofit health-care providers may receive
the grants, whereas the majority of front-line providersin
rural areas are private practitioners. Telemedicine
supporters say that TIF grants should be available to all
providersin rural and underserved areas, because these
areas can benefit most from telemedicine’ s capability to
attract, train, and support health practitioners and to provide
many forms of care to underserved populations.

telemedicine could beused to
treat or monitor the treatment of patientswho are confined
or who lack appropriate transportation to health services,
such as the disabled, residentsin nursing homes, the
mentally ill, and the elderly.

Some say the state should implement a structure and
processto coordinatetel emedical servicesand development
S0 asto maximize government investments and resources
and to facilitate communications among different
telemedicinesystems. They say that thetelemedicine
networks now being established in Texasdiffer markedly
from each other, preventing or limiting communications
between systems or provider access across systems. Some
sort of coordinating body or structure not only could
help increase accessto health care but a so could allow
providersto share experiences and thus speed the
implementation of tel emedicine systems. Somealso say
the state can maximizeitsinvestmentsin telemedicine by
directing more TIF grant awards toward improving
training.
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A February 2000 report by the State Auditor’ s Office
(SAO) criticized the TIF board for distributing about 25
percent of itsfund ($382 million) without adequately
identifying Texas' telecommunicationsneedsor creating
aviableinfrastructure to connect Texans. The SAO also
criticized the board for failing to collaborate effectively
with other agencies and to devel op written procedures for
daily operations.

HB 1653 by Maxey,

In general, both public and private payerstend to
view telemedicine asanew servicethat will increase,
rather than reduce, most health-care expenditures. Medicare
officials have estimated that paying for telemedicine
consultations could cost the M edicare program as much
as $30-40 billion per year over current spending, which
totaled about $216.6 billion in fiscal 1998. Part of this
increase could be dueto greater use of hedlth-care services
by people who previously did not have good accessto

those services. For example,

introduced during the 1999
legidlative session, would have
directed the appointment of atask
forceto develop astatewide plan
to provide the TIF board with
guidelinesfor telemedicinegrants,
recommendatel ecommunications

Critics say that restrictive
reimbursement criteria and
payment levels for health-care
providers are hindering the
growth of telemedicine.

according to the Institute of
Medicine’ s 1996 report,
Telemedicine: A Guideto
Assessing Telecommunications in
Health Care, home monitoring
could save some costsby
identifying problemsearly, but it

infrastructure, establish funding

also could result inincreased

priorities, and designate agroup

to coordinatetelemedicineinitiatives, among other
activities. The bill died in the House Public Health
Committee.

Other proposalsinclude increasing the state’ sfocus
ondeveloping “telehedlth” training ingtitutesand curricula
in academi ¢ health-science centersto ensure professional ,
competent, and maximized use of the state’ sinvestment
intelemedicineresources.

The Southern Governor’ s Association’ s September
1999 report, cited previoudy, found that most telemedicine
programsin Southern and Western states lack strategic
planning and coordination. Thereport noted that tax dollars
arewasted when separate tel ecommuni cations networks
arebuilt for health care, education, and administrative
videoconferencing. Thereport recommended bothintrastate
and interstate planning and coordination activities.

Reimbursement for services. Telemedica
consultations are reimbursabl e through private payers,
the Texas Medicaid program, and the federal Medicare
program. However, critics say that restrictive
reimbursement criteriaand payment levelsare hindering
telemedicine sgrowth and that without receiving adequate
compensation, providerswill not adopt or expand the use
of telemedicine. They notethat Texasisspending millions
of dollars per year building infrastructure, but in the
absence of complementary reimbursement schemes, the
state is creating “telemedicine graveyards’ of unused or
underused equipment and infrastructure.

spending by identifying more
“borderline” problemsthat generate additional office
visitsor homevisits.

Payers also are concerned about the lack of a
consistent definition of telemedicine and thelack of data
comparing patient outcomes between telemedicineand
traditional treatments. They say that telemedicine must
develop atrack record of saving costs by treating medical
problemsearlier and moreefficiently. In particular, health-
benefit insurersthat pay providers on afee-for-service
basis, as opposed to afixed capitated amount, worry that
providersmay use more costly telemedical technologies
when less costly alternativeswould suffice.

Telemedicineadvocatessay, however, that diagnostic
and other procedures conducted viatelemedicine are not
added services but necessary onesthat haveto be
conducted with or without telemedicine. Advocatesal so
say that telemedicinewill help reduce health-care costsin
thelong run by providing primary and preventive care
for people who may postpone needed trips to the doctor
because they facelong or difficult travel. Advocates say
that expanding coveragefor telemedicinewould reduce
the costs of care by keeping patientsin their homes, in
hospitals close to their homes, or in nursing facilities,
rather than requiring patients to be transferred to larger,
more expensive hospitalswhen problemsarise. They also
say that telemedicine costswill continueto fall over time
withtechnological improvements.

Lack of supporting data. Policymakers face alack
of claimsdatawith which to analyze cost-effectiveness, due
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to therelative newness of telemedicine and thelimitations
on reimbursement for it. In its 1997 report, Telemedicine:
Federal Srategy |s Needed to Guide Investments, the U.S.
General Accounting Office (GA O) found no evidenceto
support the $30-$40 billion increases projected by Medicare
officialsand said that any Medicare budget increase

associ ated with reimbursing telemedi cineconsultations
would be much lower. However, GAO also reported that
few comprehensive studies show the cost-effectivenessof
telemedicine, eventhough many individual telemedicine
projects demonstrate cost savings.

Thefederal Health Care Financing Administration,
which administersthe M edicare and M edicaid programs,
ispaying for a$28 million study in New Y ork to determine
the cost-effectiveness of delivering health carethrough
the Internet to patients with diabetes. About 750 patients
will receive monitoring and treatment through the use of
home-based computersand peripheral diagnostic equipment,
such as blood-pressure cuffs, blood-sugar monitoring
devices, and camerasto monitor skin lesions. The study
also will useasimilarly sized control group of patients
with diabeteswhose conditionswill be monitored and
treated through traditional face-to-face methods. Officials
predict that data on patient satisfaction will be available
within oneyear, and resultsindicating cost-effectivness
will beknown in two to three years.

Insurance issues. Insurance Code, art. 21.53F
prohibits certain health-benefit plansfrom excluding
coveragefor servicesprovided through telemedicine
instead of through face-to-face

this unnecessarily restricts access to the benefits of
telemedicineby patients covered under these plans.

Medicaid and other state issues. The Texas
M edi caid program, which provideshealth-benefit coverage
for low-income people, reimburses doctors and other
providersfor telemedical consultationsperformed between
amedical school or an affiliated facility and an authorized
remote sitein arural or underserved area. Government
Code, sec. 531.0217 requires reimbursement at the same
rate asfor acomparable in-person consultation. Providers
at both the hub site and the remote site are reimbursed
for services. Theremote-site provider, who must be a
doctor, advanced nurse practitioner, or certified nurse
midwife, must be present with the patient during the
consultation. Medicaid paysonly for face-to-faceinteractive
consultations, except for consultationsrelated to
teleradiol ogy and tel epathology. It does not reimburse the
cost of telemedical hardware, equipment, videotapes, or
transmissions.

Telemedicine supporters say that Medicaid should
expand reimbursement in many areas, including:

* alowingreimbursement to all health-care providers,
not just to nonprofit providers serving patientsin
rural or underserved areas;

* payingfortelemedical consultationsin nursing homes
and other facilities besides adoctor’ s office, hospital
setting, or health clinic;

* paying for more consultations that use store-and-

forward technol ogies;

interactions. Despite thislaw,
providerssay, getting adequate
payment from private payersis
difficult and usually requires
negotiationsabout payment levels
and billing procedures. Some say
that part of the problem may be

Telemedicine advocates argue
that by prohibiting reimbursement
of for-profit providers, Medicaid
keeps telemedicine from reaching
the people most in need.

e adding moreprofessionals
to thelist of approved
remote-sitehealth
professionals, such as
clinical psychologists,
occupational and physical
therapists, registered and

related to the scarcity of claimsto

licensed vocational nurses,

private payers and the lack of

nationally recognized billing codesfor telemedicine
services. Others suggest that the Texas Department of
Insurance should provide more direction to payers and
providers about filing claims and payment levels.

Telemedi cine advocates note that the Insurance Code
exempts some significant health-benefit plans, such as
workers' compensation, small group, and disability and
accident insurance payers, from the prohibition against
excluding coveragefor telemedical services. Advocatessay

and emergency technicians;

* paying for more services, such as mental health, aged
and disabled, home health, primary care, and
preventiveservices,

* increasing payment levelsin general; and

* paying for related hardware, software, transmission,
and connectivity costs.

Telemedicine advocates arguethat by prohibiting
reimbursement of for-profit providers, Medicaid prevents
telemedicinefrom reaching the people most in need, since
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most providersin rural areas are private practitioners.
Some say that since Medicaid reimbursesonly carein
rural or medically underserved areas, telemedicine’ s
benefitsare not reaching low-income patientsin suburban
or urban areas, who may have an equally difficult time
obtaining health care. They say thisprovision also limits
the use of telemedicine asavehicleto tietogether the
delivery of health carein all Texas communities.

Telemedicine advocates say that expanding thelist
of authorized health professional s at remote sitesiscritical
for applying the advantages of telemedicineto areaswhere
doctorsand mid-level practitionersareunavailable. They
argue that adding social workers, clinical psychologists,
and physical therapiststo thelist of approved providers
under Medicaid would alow the use of telemedicineto
treat mentd illnessand other problemsamong peoplein
underserved areas. In some cases, they say, all that is
needed at aremote siteisatrained nurse with avideo
camera. They maintain that proper controls can be
established so that allied health professionals are used
appropriately with adequate supervision.

Also, allowing alied health and mental health
professional sto be reimbursed through Medicaid could
facilitate the treatment of patients struggling with
multiplemedical, devel opmental, and emotional
conditions. Advocates say telemedicine can bring
professionalstogether in onevisit with the patient,
allowing them to interact with each other in directing
treatment and saving the patient’ sfamily from the
hardship and expense in transporting the patient to many
office visitswith distant specialists. The Medicaid
program also could experience savingsfrom avoided
transportation costs.

Some doctors, however, believe that the use of
nurses and other allied professionals as the primary
professional sin remotetelemedicinesitescould pose
risksin the absence of adequate supervision and control
by physicians. They say that telemedicinetechnologies
may giveallied professionalsafalse sense of knowledge
and that they may misinterpret a patient’ s symptoms or
mishandleimaging equipment. These doctors al so want
to prevent managed-care plans from reducing costs and
quality of care by inappropriately using nurses and other
professional sinstead of doctors as primary-care contactsin
atelemedical system.

In HB 1398 by Coleman/Farabee, the 1999 L egidature
directed the Health and Human Services Commissionto

appoint an advisory committeeto develop Medicaid
policiesfor telemedicine consultations. Thecommitteeis
expected to issue recommendationsthisfall.

Telemedicine supporters al so advocate authorizing
reimbursementsfor tel emedicinethrough other state-
funded programs, such asthe Children’ sHealth Insurance
Program (CHIP) and Texas Healthy Kids. In February
2000, doctors and other expertsfrom UTMB asked the
Senate Health Services Committeefor legidation to createa
telemedicine pilot project to improve accessfor patients
incounty indigent-careprograms. They citedtelemedicine's
proven successin treating Texas prison inmates as an
exampleof telemedicine’ scost-effectiveness.

Medicare issues. Reimbursement for telemedicine
servicesthrough the federal Medicare program, which
covershealth benefitsfor theelderly and disabled, generally
ismore restrictive than through Medicaid. For example,
M edicare reimburses the consulting physician at therate
of aface-to-face consultation, but the consulting physician
must remit 25 percent of the payment to the remote-site
provider. Because of thisand other limitations, most
providersview Medicare as an inadeguate source of
payment for telemedicine services, yet Medicareisan
important payer to rural providers who care for a
disproportionately large elderly population. Also, because
of itssize and public stature, Medicare often setsthe
standard for other payersto follow. Medicare, the largest
public payer of health care in the United States, paid for
servicesto more than 38.8 million aged and disabled
enrolleesinfiscal 1998.

Equipment and clinical standards. Some say the
state should implement standardsfor telemedical software,
hardware, and transmission. They note that equipment
standards commonly are adopted through law or
regulation in other areas affecting medicine or public
health, such as x-ray equipment and tanning beds, and
that telemedical equipment should not be exempt. State
standards, they say, would protect |aw-abiding doctors
from unnecessary lawsuits and would assist in the
optimal delivery of patient care. Without such standards,
providers could be the target of lawsuits based on hardware
or software malfunction and the heightened expectations
of patients. For example, adoctor could be charged with
missing an important feature of a patient’s condition
because the doctor used an outdated computer peripheral.

Othersadvocate the devel opment of clinical standardsto
indicate when the use of telemedicinewould be appropriate
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and to signify that agiven area of telemedical practice has
been reviewed by expertsand found to beclinically
effective. They say the creation of clinica standardswould
help foster the adoption of telemedicine by providers,
improve reimbursement from payers, and reduce therisk
of malpractice lawsuits. The state or professional

organi zations could establish clinical standards.

Others say the state should not intervenein this area.
So far, they point out, no onein Texas has claimed
mal practice by adoctor due to telemedical software or
hardware problems. They say that telemedical technology
is changing rapidly and that a regulatory body would
find it difficult to devise standards that would provide
baseline protection while anticipating state-of-the art
improvements. Establishing equipment and software
standards can be tricky because even experts may disagree
on optimal technical specifications, and technology
quickly becomes outdated. Also, different types of data
have different equipment needs, and optimal standards
may vary according to whether videoconferencing or
store-and-forward methods are used. These observers say
that prudent doctors most likely

Maxey, which authorized the Board of Nursing Examiners
and the Board of VVocational Nursesto participate in a
multistate licensure compact for nurses.

Other say, however, that current law protects patient
safety by requiring out-of-state doctors to meet Texas
medical practice and licensing standards, which generally
are higher than those in other states. They say that the
law clearly establishes that the practice of medicine takes
placein Texasif the patient residesin Texas, and the law
therefore provides grounds for the state to pursue out-of -
state doctors who violate Texas laws or care standards
and for individuals to file suit in Texas against out-of-
state doctors. The BME aso may file complaints with
the state(s) in which an out-of-state doctor islicensed.
For out-of-state doctors who practice medicine on Texas
patients through telemedi cine but who do not comply with
Texaslicensing requirements, the BME may forward a
complaint to the Texas Attorney General’ s Office for
enforcement.

Some say that new laws eventually may be needed to
address a growing number of

will adhereto standardsdevel oped
by professional organizations
likethe American Telemedicine
Association and the American
Collegeof Radiology to decrease
their liability risksand toimprove

Some say that new laws may
be needed to address a growing
number of malpractice lawsuits
involving telemedicine.

mal practicelawsuitsinvolving
telemedicineand to limit or clarify
providers responsibilities. The
effectiveness of Texaslawsand
regulationsisrelatively untested
becausetelemedicineisnew.

patient care.

Medical regulation and liability. Occupations
Code, sec. 151.056 generally requires out-of-state
doctorseither to hold afull license or atelemedicine
licensewith the Board of Medical Examiners (BME) to
practice using telemedicine for patientsin Texas.
Exceptionsincludeout-of-statemedical specialistswho
provide only episodic consultations or home-health or
hospiceservices.

Sometelemedicineadvocatesare pushing for national
licensure of doctors so that doctors can participate in
interstate tel emedi cine without the troubl e and expense of
obtaining individual licensesfor each state. National
licensure, they say, would address problemswith tracking
and regulating the practice of doctors across state lines
and enforcing practi ce standards and codes of professional
conduct. National licensure and the use of licensure
compacts, in which alicensein one state is recognized by
other states participating in acompact, are not new
ideas. Last session, the Legislature enacted HB 1342 by

Texashasnot yet had to investigate
or prosecute acomplaint against
an out-of-state doctor who participated in aclosed
telemedical network or over theInternet. Some believe that
thelack of face-to-face interaction between doctors and
patients could foster mistaken judgments and diagnoses,
especialy if telemedicineincreasesphysicians patient
consultations and workloads. Also, some doctors and
lawyers see the potential for increased liability risksand
confusionin pinpointing responsi bility when out-of -state
providersareinvolved who fall under different medical
practice standards and liability laws.

Others counter by saying that these liability concerns
areoverblown. Telemedicine alone, they say, will not
creste any new liability issues, and futurelegal challenges of
medical judgment and patient treatment will be similar to
those that occur now in all practices of medicine. They
say that theliability inherent in using telemedicine
equipment isthe same asin using any other medical
equipment and that doctors are protected if they use the
equipment correctly. Also, they say, most doctors
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practiceconservatively when using telemedicineand
demand to see any patient in person when uncertain
about adiagnosis.

The Southern Governor’ s Association task force's
recommendationsinclude encouraging statesto cooperate
inmedical licensure and to develop asystem that facilitates
the exchange of information oninvestigationsand adverse
actions taken against doctors.

Online pharmacies. Many new companies recently
have sprung up that allow consumersto obtain and buy
prescription and nonprescription drugs, contact lenses,
and medical equipment over thelnternet. Customersmay
buy prescription drugs by having their doctorscall in, fax
or eectronically transmit a prescription to an online
company, or in some cases by

Doctorsworking with online pharmacies are subject to the
state’ s Medical Practice Act and to BME regulations.

Issues with online prescribing. Supporters say that
Stesthat use patient-compl eted questionnairesreviewed by
licensed physicians asabasis of prescribing drugs over
the Internet protect patients by providing competent
medical oversight to ensure that no drugs are prescribed
to patientswhose heal th conditionswoul d be compromised.
Not al drug prescriptions require face-to-face consultations,
they say, and to require such consultations would
increase health-benefit costs, physicians workloads, and
inconveniencefor patients.

However, many say that online pharmacies may
increase fraud and illegal drug diversionsand that it is
difficult totell whether alicensed

directly contacting “online
pharmacies’ that ask customersto
completeaquestionnairethat is
reviewed by acontracted
physician beforethe requested
drug is prescribed. According to
the U.S. Food and Drug

Many observers say that only
increased efforts by federal
regulators can achieve sufficient
oversight of the online sale of
prescription drugs.

physician isbeing used to review
questionnaires or to provide any
sort of control over drug
prescriptions. These observers
say that the use of questionnaires
to review acustomer’ smedical
condition is not enough to protect

Administration (FDA), the number

consumers safety. Without face-

of online sites selling prescription
drugs fluctuates daily but could be as high as 1,000.

Supporters say that legitimate online pharmacies
offer consumers a convenient, private way of buying and
receiving drugs without leaving home, the ability to shop
for the lowest prices, and increased access to drug
information and pharmacists’ advice. Individuasin
remote areas or who are confined to their homes may
benefit particularly from online pharmacies.

Several tiers of regulation exist to safeguard the
prescribing and dispensing of pharmaceuticals. The FDA
is charged with reviewing new drugsto ensure their
effectiveness and safety and with designating drugsthat
may be obtained only through physician-ordered
prescriptions. Pharmacies and pharmacists must meet
licensing and practice standards established by the states
inwhich they operate.

Online pharmacies doing businesswith Texas
consumers must comply with State Board of Pharmacy
laws and regul ations. Out-of -state businesses usualy fall
under thelicensing requirements for Class E mail-order
businesses in the Occupations Code, subtitle J. In-state
businessestypically arelicensed as Class A pharmacies.

to-face consultations, they say,
patients are diagnosing and treating their own problems
and are missing the opportunity for informed medical
advice. Also, customerscould givefaseidentitiesor claim
to have certain medical conditions solely to obtain the
medicationsfor fraudulent or illegal use.

In December 1999, the BME issued a policy stating
that the board considers the use of online or telephone
guestionnaires an inadequate method of establishing a
“proper physician-patient relationship” for initially
prescribing drugsto a patient and that the board considers
such activitiesto constitute substandard medical care.
The statement also effectively authorizesthe State Board
of Pharmacy to investigate and penalize online pharmacies
that are prescribing drugs. However, some say the BME's
policy should be placed in statute to make prescribing
through Internet questionnairesillegal. Thiswould
reduce the board’ s burden of proof in establishingin
each case that such a practice resulted in substandard
care. The board aready has disciplined adoctor in San
Antonio for online prescribing and isinvestigating
several others.

Both the American Medical Association and the
National Association of Boards of Pharmacy (NABP)
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have taken the position that writing prescriptions without
alegitimate physician-patient relationship iswrong.
NABP also advocates|licensing online pharmaciesin
each state and hasinitiated the Verified Internet Pharmacy
Practice Sites (VIPPS) program to verify the legitimacy
of online sites dispensing drugs and to grant acceptable
sitesaseal of approval. In September 1999, the NABP
issued itsfirst VIPPS certifications to three online
pharmacies, drugstore.com, Merck-Medco Rx Services,
and PlanetRx.com.

Federal efforts sought. Many observers say that
only increased efforts by government regulators can
achieve sufficient oversight of the onlinesaleof prescription
drugs. They say that increased federa regulationisneeded
to ensurethe quality of drugs purchased online, to monitor
the Internet for illegal activities, and to enforce federal
and state laws and regul ations, especially concerning
foreign-based pharmaceutical businesses. Consumerson
the Internet are at risk of receiving drugs that are
counterfeit, adulterated, contaminated, unapproved by the
FDA, or marketed with fraudulent health-benefit claims
when purchased through illegitimate or overseas drug
businesses.

More effectivefederal oversight also isneeded, some
say, because I nternet technol ogy can make enforcement
of health and safety standards difficult by obscuring
business sources and crossing jurisdictional lines. For
example, a Texas consumer could obtain drugs through a
business that dispenses drugs from one state but uses a
physician located in another state. Online pharmacies,
which may use resources and personnel in many states or
countries, makeit difficult to identify the source of a
drug product, the businesses responsible for making and
shipping the drugs, and the identity and licensing of any
pharmacists or physiciansworking with the online
businesses. Enforcement iscomplicated even moreby the
fact that some online businesses easily could move out of
the United States, thereby avoiding direct U.S. intervention
and regulation.

In December 1999, the Clinton administration
proposed authorizing the FDA to regul ate Internet sites
that sell drugs, enacting civil penalties of $500,000 per
violation for the sale of drugsto individuals without a
valid prescription, and other enforcement and public
education efforts. The FDA already has taken other
actionsto curtail illegal drug trade over the Internet,
including expanding its monitoring of Internet sites,
coordinating enforcement effortswith other federal, state,

and international agencies, and issuing electronic |etters
to foreign-based sites warning the operators that they
may be engaged in illegal activities. In January 2000,
officidsfromthe U.S. Customs Office and the government
of Thailand raided an operation suspected of running
several Internet sites selling prescription drugsto U.S.
residents.

Opponents of increased federal regulation say that it
would stifle the growth of Internet commerce. They say
that public education and enforcement of existing laws
should be enough to curb illegal sites.

Confidentiality and system security. The
merging of hospitalsinto multifacility systemsand
networks, the growth of managed-care organizations, and
theproliferation of comprehensiveonlinehealth businesses
are creating huge el ectronic databases hol ding medical
records and other personal information about consumers
and providers. These records may be valuableto marketers,
employers, insurers, the court system, and drug companies.

Many worry that electronic communications and
storage could jeopardize the confidentiality of sensitive
patient information, especially if the Internet becomesthe
dominant vehiclefor telemedicine. Personal information
could be disclosed more easily to unauthorized persons,
either inadvertently or on purpose, or could be obtained
by people attempting to do harm. Medical-record
databases and other health-care information systems
could becomethetargets of Internet “ hackers’ and, even
inaclosed-system network, of peopleattempting to commit
fraud and other crimes by tampering with medical records,
inventories of drugs and other supplies, and billing
information. These observersbelievethat if telemedical
communicationswere sabotaged, as happened to the Internet
businesses Y ahoo, eBay, Amazon.com and Buy.comin
February 2000, patients’ lives could be harmed.

The CaliforniaHealthCare Foundation study, cited
previously, reported that some health sites on the Internet
surreptitiously have been sharing consumers' personal
information with businessesthat sell health-care products
and services. A stemay obtain such information from the
consumer through aquestionnaire or without the consumer’s
knowledge through the use of Internet “ cookies,” which
track information about the online activitiesand
characteristics of people who visit web sites. Cookie
software all ows e-busi nessesto recogni ze one customer
from another and allows marketersto target advertisements
to aconsumer’ scomputer. Banner advertisements
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appearing on online health sites, when clicked on by
consumers, are another way of collecting information
about site visitors without their knowledge.

The study also reported that most sites do not meet
minimum fair-information practices, such asproviding
notice to consumers about the gathering of information
and holding business partnersto privacy standards, and
that most sites do not have adequate security to protect
consumer information from hackers. Other studies,
including those by the Federal Trade Commission, the
Electronic Privacy Information Center, and the Center
for Democracy and Technology, have reported similar
findings.

Resolving privacy concerns. A.G. Breitenstein of
Choosinghealth.com, ahealth-careinformation service,
recently told House Public Health Committee members
that security can be compared to alock on adoor, while
privacy relatesto who hasthe keys. The most sophisticated
security systemisrendered essentially useless, she said,
if too many people have easy accessto entry. Policymakers
must consider both security and confidentiality issuesto
address consumers’ and businesses’ privacy concerns.

Some say that devel opmentsin technology and
software and increased information about privacy issues
will resolve consumers’ concerns about security and
confidentiality. Consumerscan delete cookie programs
embedded in their computers, increase the security settings
on their browsers, and use other safeguards, such asthose
described onthe Electronic Privacy Information Center’s
web site, www.epic.org.

Some experts al so recommend informed consent asa
means of informing users of the limitations of technology
and therisks of electronic transmissions. Many providers
voluntarily have enacted policiesto obtain informed consent
from patients before atelemedical consultation. In Texas,
the BME requires adoctor to obtain written informed
consent from any patient who is the subject of an out-of-
state telemedical consultation, though the board has not
established similar requirementsfor in-statetelemedical
consultations. The consent must include an acknowledgment
that electronic transmission may compromisethe
confidentiality of medical information.

Others say that security and confidentiality
vulnerabilitiesin closed-system telemedicine networks
are no different from what large health-care systems and
businesses are facing now, and that people will try to

commit fraud and other crimes no matter what kind of
security system exists. They warn against employing
security constraints that would inhibit the construction of
large medical -record databases that could keep doctors
fully informed of their patients’ medical historiesand
improve patient care. Such databases al so could support
medical research and improve health care on aregional
or statewide scale, they say.

Federal and state activities. Many activities related
to privacy and security have taken place at the federal
level, although Texas may need to implement programs
to help the federal government or to address|ocal issues.
Thefedera Hedlth Insurance Portability and Accountability
Act of 1996 required the establishment of federal privacy
standardsfor health information used by health plans,
health-care clearinghouses, and all health-care providers
that transmit health information electronically. Thefederal
Department of Health and Human Services (DHHS)
proposed rulesin November 1999 and has received about
40,000 comments, which may cause final rulesto be
delayed for more than ayear. The proposed rulesinclude
thefollowing provisions:

e anindividua’shealth information may be disclosed
only for treatment, payment, and other specified
purposes, such aslaw enforcement;

e inall other circumstances, individuals must give
written authorization for disclosure of their health
information and may revoke that authorization at any
time; and

e health-care providers must establish policiesand
proceduresto limit the use of protected information.

The Federal Trade Commissionisinvestigating the
practices of Internet health-care sitesthat allegedly share
consumer information and of Web advertisersthat use
“cookies.” Other federal activitiesincludetheformation
by U.S. Senate Democrats of a Task Force on Privacy,
which isexamining suggested actionsto protect the
privacy of Americans medical, financial, and other
personal information kept electronically.

Recommendationson health-care confidentiality
issued by such organizations as the National Conference
of State L egidatures, the Southern Governor’ s Association,
the E-Health A ssociation, and Choosinghealth.cominclude:

e alowing statesto adopt safeguards that may be more
restrictive or more punitive than those established by
thefederal government;
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* requiring strong measuresto prohibit disclosure of
protected health information to health-care marketing
companieswithout the consumer’ sspecific written
consent;

e establishing strong penaltiesto protect the security
and accuracy of protected health information.

* developing privacy policiesthat fit each practice;

e making protectionsfollow theinformation regardless
of the provider or whether the information iskept on
paper or electronically;

e establishing a private right of action so consumers
can protect themselves against confidentiality breaches;
and

e applying federal privacy standardsto partieswho are
involved in exchange of health information but who
are not covered under the regulatory jurisdiction of
DHHS.

The Southern Governor’ s Association task force on
telemedicinefurther recommended the devel opment of
consistent laws and regul ationsto facilitate the exchange
of digital identification or digital certificates, which
would allow accessto databases and protected heal th-
careinformation only by authorized users.

Competition. Many doctors worry that growing
telemedicine networkswill encroach on their patient base
or their control over patient care. They fear losing their
patients’ confidence or trade to doctorsin distant or out-
of-state medical complexes. Doctorsand small hospitals
participating in telemedicine networks also fear losing
patients and business clout to medical-center hubs that
arethekeepers of atelemedicine network’ shealth-care
information system.

Others say that fears of competition should not stunt
telemedicine’ sgrowth because systems can be created in
which benefits exceed any market risks. They say that
telemedicine can enhance the care and expertise of local
providers by providing easy access to specialist
consultations, thereby keeping patients close to home.

They also say that the utilization limitsgenerally imposed
by managed-care planswill minimizediversion of patients
to outside doctors. Also, they say, telemedicinegivesall
Texas providers achance to market their expertise and
servicesregionally, nationally, and internationally,
creating the potential to improve providers revenuesand
thedelivery of servicesto local residents.

Information quality. While health professionals,
consumers, and businesses generally agree that accurate
health-care information on the I nternet can be beneficial
to patient care and health maintenance, many worry
about the proliferation of inaccurate, fraudulent, or
misleading information. They say that inaccurate
information can cause some individualsto refrain from
seeking carefor problemsthat require medical attention
or to hurt themselves when attempting to treat their own
conditions. Advertisersand other businessesfinancially
linked to health-care Web sitesmay influence site content
so that the information posted becomes misleading or
one-sided. Inaccurate, fraudulent, or misleading
information also isincreasing the workload of many
heslth profess onal swho now must spend time countering
patients' demands for unsubstantiated remedies or
resi stance caused by heightened fears and mistrust.

Monitoring and regul ating health information on the
Internet is made difficult by the sheer number of sites,
by differing expert views on what constitutes appropriate
medical trestment and patient advice, by First Amendment
protections of free speech, and by problems associated
with regulating entities based out-of -state or outside the
country. Some have suggested that the creation of
voluntary “seal of approval” programs for hedlth-care
sitesby one or more respected professional organizations
or accreditation bodies could help direct consumersto
siteswith valid information. One such seal program,
developed by the Health On the Net (HON) Foundation,
is being used by more than 2,800 sites that voluntarily
comply with the HON Code of Conduct. Thefoundation’'s
Internet addressiswww.hon.ch.

— Kristie Zamrazil
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